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Abstract

In modern operating theatres there are an increasing number of technical devices. To enhance possibility of exchange
and integrated use of information as well as to support the surgeon during diagnosis and treatment more and more inte-
grated medical operating systems (IORS) are available. Commercial IORS are mainly proprietary developments using
usually proprietary communication standards and interfaces, which reduce the possibility to integrate devices from dif-
ferent vendors. To overcome these bottlenecks, there is a need for an open standardized architecture, which is based on
standard protocols and interfaces, to be able to integrate devices from different vendors based of heterogenecous soft-
ware- and hardware-components. The paper presents a concept of such an integration architecture for the OR based on a
service-oriented architecture (SOA) and using standardized communication protocols and interface descriptions. A short
introduction to the concept of SOA is given, followed by the presentation of the SOA based reference integration con-

cept.

1 Introduction

Nowadays integrated medical operating systems (IOR) are
available from many different manufacturers like Brainlab,
Olympus, Storz, Stryker and Wolf. All these systems are
proprietary developments, which are to some degree
modular, but modules from third-party manufacturers can
only be integrated in cooperation with the system vendor.
Regarding the communication between the different mod-
ules, often proprietary protocols are used, like the CAN-
based SCB by Storz.

As processes and related devices keep on changing, the
risk of not reaching the ROI is high if the IOR is not open
for integrating new devices. Limited flexibility and modu-
larity for third party components thus are major bottle-
necks of currently available integrated OR solutions. How-
ever, standardized and open interface definitions are still
missing. Furthermore, legislation and risk-assessment pre-
vent open IOR, as the operator becomes a manufacturer in
case of information coupling two different medical devices
[4].

While legislative aspects are about to be tackled by the
new IEC 80001, standards for a plug and play platform
complementing the IEC 80001 are needed. Therefore inter-
faces and communication protocols for inter-device com-
munication and central control of all devices must be de-
veloped.

Based on the state of the art, an integration architecture has
been developed within the framework of the OrthoMIT
project and the FUSION initiative. Important aspects are
modularity and different levels of integration. Modules
should be exchangeable in order to allow the use of the

most adequate module for a certain tasks. Furthermore,
there should be the possibility to use different levels of in-
tegration for devices, as many systems should also func-
tion in stand-alone mode.

2 Concept

Basis for the development has been the analysis of IT inte-
gration techniques and -concepts used in other technologi-
cal fields, like automation technology and business process
management. These are dealing with the integration of
software applications and devices from various manufac-
turers and varying soft- and hardware configuration.

As processes and related devices are changing over time,
business process management becomes an important key
success factor. In many companies heterogeneous soft- and
hardware is supporting a variety of processes, resulting in
numerous interfaces needing to be maintained. To cope
with an increasing need for change, business process inte-
gration is more and more based on the service-oriented ar-
chitectures (SOA) paradigm [8].

Looking at hospitals, there is a similar situation compared
to industry, resulting in a growing need for business proc-
ess management. Along the clinical pathway of the patient,
a number of different devices are used for diagnosis and
treatment, providing the surgeon with services like patient
information, medical imaging, position tracking or naviga-
tion during i.e. joint replacement surgery etc. Therefore an
integration concept for the operating room (OR) needs to
take into account the different services within an OR and



should encompass their easy and flexible adaptation to sat-
isfy the varying requirements of the different surgical in-
terventions and processes.

SOA may generally fulfill the needs mentioned above for
an OR integration architecture. Since SOA describes only
the global concept for distributed service based integration,
a design model for an integrated medical service-oriented
architecture has been developed. In the following we will
first give a short introduction to a concepts of service ori-
ented architecture and then present the concept of a ser-
vice-oriented OR integration architecture.

3 Service oriented architecture

SOA is a paradigm for organizing und utilizing distributed
capabilities and resources that may be under the control of
different ownership domains [7]. The capabilities and re-
sources are implemented as reusable, technical and func-
tional loose coupled, distributed services, which can be
used by other components or services.

Figure 1 shows the general communication and entity
model of a service-oriented architecture. The basic proce-
dure for interaction using the find, bind and execute para-
digm is as follows:

1. Service-providers register / publish their services
by the service-manager
2. Service-consumer try to find services needed in
the registry of the service-manager
3. Service-consumer and service-provider interact
with each other
a. The service-consumer binds to a ser-
vice-provider using the contract pub-
lished
b. Functions requested by the service-
consumer are executed by the service-
provider and the results are transmitted
back

The functionality of services is accessed by interface-
descriptions, i.e. the service contract, which is a specifica-
tion of the way a consumer of a service will interact with
the service provider in an implementation independent
way. It specifies the format of the request and response
from the service. A service contract may require a set of
pre- and postconditions. Pre- and postconditions specify
the state that the service must be in to execute a particular
function. The contract may also specify quality of service
(QoS) levels, i.e. specifications for the non-functional as-
pects of the service.

Complex processes are realized by arranging and coupling
of services. Due to the defined interface-description, proc-
esses can easily be changed and adapted to new require-

ment and services can be reused by other components of

the architecture [11].
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Figure 1 Generic communication model of a service
oriented architecture using publish, find, bind, execute
paradigm [9]

Contract Contract

SOA in general is technology independent, as it describes
a paradigm and not a precise realization. Common tech-
nologies for realization are EJB, CORBA or open stan-
dards like SOAP, XML and Web-Services (WSDL), which
provide means for implementing an open, manufacturer
independent integration architecture based on SOA.

4 OR Integration Reference Archi-
tecture

Based on the OASIS “Reference Model for Service-

Oriented Architectures” [7] a reference architecture has

been develop, consisting of the following components:
e Service-Manger

Service-Provider

Service-Consumer

Workflow-Engine

Event-Manager cp. [5]

Communication-Server

The overall architecture model can be seen in Figure 2.
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Figure 2 OR Integration reference architecture for a SOA
based integration in the operating room

Service-Manager
The Service-Manager (SM) is the central component of
the reference architecture. Service-Providers have to reg-



ister their services in a registry provided by the Service-
Manager, so that Service-Consumers can find needed ser-
vices within the network. Access control is another im-
portant task of the Service-Manager. It is important to
have access control for services to avoid misuse and un-
authorized access to data using provided services. The
access control list of the service manager will be managed
by an IT-Network-Integrator as established with the up-
coming [EC 80001 [2].

Event-Manager (EM)

The Event-Manger is a central entity handling events re-
leased by Service-Providers. To use the Event-Manger the
Service-Providers have to register their events, while Ser-
vice-Consumers on the other side can subscribe to be no-
tified of certain events. Events received by the Event-
Manger will be forwarded to the subscribed Service-
Consumers. Registration to the Event-Manger is not man-
datory, as Service-Providers might be able to manage the
distribution of events on their own. The Event-Manger
may be realized as specified in [5].

Communication-Server / Connector

A connector transforms data formats and is used for the
integration of components which cannot provide data in a
standardized format natively. Proprictary data formats
must not be transformed into another proprietary data
format. The output of a connector has to be the open,
standardized XML format or an established and supported

data standard for medical devices. Connectors are main-
tained by their manufacturer and are normally part of a
medical device. Multiple connectors may be integrated
into a Communication-Server, whose output is again
standardized, whereas the input communication is per-
formed with a proprietary format.

Workflow-Engine (WE)

Within a Workflow-Engine (semi-) automatic, computer
assisted workflows are represented, which are processed
in a defined way [3]. One ore more process entities are
managed by a WE and are supervised using return data of
the sub processes. In contrast to simple flow control as it
is implemented in software, a WE orchestrates the differ-
ent applications of various system manufacturers.

Service-Provider

A Service-Provider is a device that offers the use of capa-
bilities by means of a service. Functions and data of the
device are encapsulated using an XML based interface
description, like WSDL. A Service-Provider can offer ac-
cess to data, like patient-information, images etc. or offer
direct access to functionality (OR-Table control).

Service-Consumer
A Service-Consumer uses the capabilities offered by
means of services provided by a Service-Provider.
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Figure 3 Example of Service-Provider and Service-Consumer communication with authorization using the Service-

Manager

The single components are connected through a shared
transportation and communication medium like Ethernet
or similar. The basic component is the Service Manager

(see above), which is responsible for access control and
information management. The different medical devices
are either service provider, service consumer or both, pro-



viding or using services available within the network.
Complex components can be integrated as “legacy sub-
systems”, offering only part of their functionality using a
Communication Server or special Connectors. Event-
Manager and Workflow-Engine are optional components
which can be used to extend functionality and for more
complex scenarios.

Figure 3 shows an example of the communication be-
tween Service-Provider (SP), Service-Consumer (SC) and
Service-Manager(SM), which illustrates the role of the
Service-Manager. The following steps are performed:

1. The SP registers its services at the SM.

2. A SC searches for a specific Service and receives
a positive or negative reply from the SM.

3. The SC requests the service from the SP.

4. The SP checks with the SM if the SC has per-
mission to use the service. For a positive answer,
the service is executed. Otherwise, an error mes-
sage is send back to the SC.

Data exchange is based on an open, standardized XML
format or established data standards for medical informa-
tion exchange like DICOM, HL7, THE etc. Common open
standards for an XML based SOA are WSDL, SOAP.

WSDL stands for “Web-Service Description Language”,
which is an XML format for describing network services
as a set of endpoints operating on messages containing
either document-oriented or procedure-oriented informa-
tion. The operations and messages are described ab-
stractly, and then bound to a concrete network protocol
and message format to define an endpoint. Related con-
crete endpoints are combined into abstract endpoints (ser-
vices). WSDL is extensible to allow description of end-
points and their messages regardless of what message
formats or network protocols are used to communicate.
However, the only bindings described in this document
describe how to use WSDL in conjunction with SOAP,
HTTP GET/POST, and MIME [1].

SOAP is a lightweight protocol intended for exchanging
structured information in a decentralized, distributed envi-
ronment. It uses XML technologies to define an extensi-
ble messaging framework providing a message construct
that can be exchanged over a variety of underlying proto-
cols. The framework has been designed to be independent
of any particular programming model and other imple-
mentation specific semantics [10].

4.1 User-Interface Integration

Besides the information exchange architecture the integra-
tion of graphical-user-interfaces (GUI) is also important.
GUIs might be integrated as Services in the same way as
“normal” medical devices. Visualisation devices integrate
and process services offered by components of the refer-
ence architecture.

The bandwidth requirements of graphical-information are
an important factor to be considered. For the simple dis-
play of e.g. alphanumeric values only few data have to be
transferred as opposed to animations and video were
Mega- and/or Gigabytes of data have to be transmitted.
Conceivable approaches, based on the combination of
soft- and hardware-components will be as follows:

e  Hardware based integration using KVM (Key-
board, Video, Mouse) Switches

e Software based integration using remote access
software like VNC, RDP etc.

Both approaches have pros and cons. Hardware based ap-
proaches are suitable for the visualisation of 3D-
accelerated content or videos due to the high data transfer
rates, while software based approaches have problems
displaying 3D and video information, due to the missing
hardware acceleration and bandwidth limitations. On the
other hand the cost for the KVM hardware and infrastruc-
ture are quite high, while the VNC or RDP are using the
same infrastructure used for data and information ex-
change.

5 Discussion

A concept of a service-oriented integration architecture
for orthopaedic operating theatres has been presented,
which aims to provide means to integrate medical devices
in a modular and flexible way using open standards and
standardized interface descriptions. In order to allow the
modular integration of medical devices from different
manufacturers, standardized service descriptions for dif-
ferent types of devices (OR-Tables, Navigations-Systems,
Tracking-Systems etc.) as well as standards for event-
classes for the different devices have to be defined, which
will be objective of future research.

Furthermore the security of services and authentication
procedures have to be evaluated, regarding existing stan-
dards and needs for the application in a medical / OR en-
vironment.

Regarding the user-interface integration further research
is necessary to optimize the integration and data-transfer.
Possible solutions could be the extension of the software-
protocols (VNC, RDP, etc.) to enhance data transfer rates
and hardware acceleration of 3D information.

Other important aspects for the further development of the
concept and its realization are semantics and syntax and
risk-assessment, besides the technical concept for the in-
tegration of medical devices and data-exchange. Regard-
ing the semantics and syntax, the “Therapy Imaging and
Model Management System™ TIMMS has been presented
which addresses semantics and ontology for medical
workflows and data-exchange [6].

Concerning the risk-assessment a first risk-analysis will
be performed, taking into account the upcoming

IEC 80001 Standard, regarding the Risk-Management Of
IT-Networks Incorporating Medical Devices [2].
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